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THE STUDY OF NETWORK RESOURCE REQUIREMENTS FOR DIFFERENT TYPES
OF CLOUD APPLICATIONS

Abstract. This article explores how coding techniques can optimize the allocation and utilization of network
resources in various cloud applications. It describes the challenges associated with diverse application requirements
and presents effective coding strategies for managing bandwidth, reducing latency, and improving performance. The
research examines different types of cloud applications, from data-intensive to real-time streaming, and highlights
specific encoding techniques that are appropriate for each. By implementing these techniques, cloud service providers
can achieve more efficient resource management, resulting in cost savings and improved service quality. Particular
attention is paid to the specifications that should be taken into account to ensure high availability, data transfer speed,
security and optimal resource utilization in cloud environments. The importance of dynamic network management to
ensure the stable operation of cloud applications is emphasized, and the prospects for the development of networking

technologies in cloud computing are considered.

Key words: network resource requirements, cloud applications, bandwidth optimization, latency management,
data processing efficiency, real-time interaction, IOT devices optimization.

INTRODUCTION

The relevance of studying the network resource re-
quirements for different types of cloud applications is driv-
en by the rapid growth in data volume and the widespread
adoption of cloud technologies across all areas of life.
Today, cloud services are becoming critically important for
various sectors of human life-business, education, enter-
tainment, healthcare, and other fields where high availabil-
ity, reliability, and network performance are essential. The
increasing need for real-time data processing, continuous
media streaming, fast access to large volumes of informa-
tion, and support for the Internet of Things (IoT) creates
significant demands on network infrastructure.

The issue of efficient use of cloud network resources
has been the subject of research for many scientists, who
have described the current state of cloud computing, the
challenges faced by traditional approaches, and the applica-
tion of effective methods and ways to optimize cloud sys-
tems in terms of their latency and energy efficiency [1-3].

With the increasing demands for Quality of Service
(QoY), the study of network resource requirements is high-
ly relevant, as it provides a better understanding of how
different types of cloud applications impact the network
environment, the resources needed for their stable opera-
tion, and the resource allocation strategies that should be
applied to reduce costs [3]. Such studies also contribute
to improved network management, flexibility, and scalabi-
lity of cloud platforms, which are critical for maintaining
high-quality service.

MAIN PART

Let’s identify the network resource requirements
using examples such as streaming applications, big data
processing applications, web applications, real-time inter-
active applications, backup and disaster recovery applica-
tions, and the Internet of Things (IoT).

Streaming Applications are applications that trans-
mit media content (video, audio, or data) in real-time,
allowing users to consume content immediately without
full downloading. This approach is extremely popular in

entertainment, communication, and education. Streaming
applications require high bandwidth, minimal latency,
and a stable connection to ensure smooth content delivery
without buffering. They generate a prolonged, continuous
traffic flow with minimal allowable delays. To achieve
this, cloud providers need distributed servers across
various geographic locations (CDNs — Content Delivery
Networks) to deliver content to users with minimal la-
tency. The network should provide low latency and high
bandwidth, which can create peak loads, especially dur-
ing high user activity (e.g., live sports events or premiere
shows). Cloud systems must be able to quickly scale re-
sources to meet demand and prevent server overload.
Thus, we see that critically important parameters
for streaming applications are bandwidth (Bandwidth
Calculation) and latency (Latency Calculation). Another
important parameter is jitter (Jitter Calculation), which
measures the variation in time between the arrival of con-
secutive data packets in a network stream. An ideal network
would have equal time intervals between each packet's ar-
rival, but in the real world, this is rarely the case due to fac-
tors such as network congestion, packet routing, and more.
Let's consider the formula for bandwidth calculation:

D

B 7 )
where, B — bandwidth (Mbps); D — data volume (Mb); T —
data transmission time (seconds). Bandwidth defines the
maximum amount of data that can be transmitted through
anetwork in a unit of time. The formula shows how quick-
ly data can be transferred given the data volume and the
time taken to transmit it.

To use the formula, it is necessary to know the data
volume D to be transmitted and the time T it takes for this
transmission. For example, if a 100 Mb file is transmitted
in 10 seconds, we will obtain the following calculations:

B 100 Mb

s
Of course, network bandwidth depends on the physi-

cal characteristics of the data transmission channel, the

quality of equipment, network load, and other factors.

=10Mb/s .
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We can use this formula in a script to calculate band-
width for analyzing network traffic, measuring data trans-
mission efficiency, or optimizing data streaming. Here is
an example of a simple Python script (fig. /) that calculates
bandwidth based on data volume and transmission time.

1 def calculate_bandwidth(data_size, time_seconds):

2 if time_seconds <= @:

3 raise ValueError("The transmission time must be > 8.")
4 bandwidth = data_size / time_seconds

5) return bandwidth

6 data_size = float(input("Amount of data transferred in MB: "))
7 time_seconds = float(input("Transmission time in seconds: "))
8 try:

9 bandwidth = calculate_bandwidth(data_size, time_seconds)
1e print(f"Network bandwidth: {bandwidth:.2f} M&/c")

11 except ValueError as e:

12 print(e)

Fig. 1. Example of a simple Python script.

In this example, the function calculate bandwidth()
takes the data size (in megabits) and the transmission time
(in seconds). The formula is defined as the ratio of the
data size to the transmission time: bandwidth=data_size/
time_seconds. If the user enters zero or negative time, the
function raises an error.

The proposed script example can be useful in scenar-
ios for analyzing network performance, calculating band-
width requirements, or for educational purposes to explain
the principles of data transmission in networks.

Another important parameter for streaming applica-
tions is latency. The following formula is used to calculate it:

L==, )
R
where, L — latency, typically measured in milliseconds
(ms); P — size of the transmitted data packet, in bits or
bytes; R — data transmission rate in bits per second (bps).
The formula calculates the time required to transmit a
packet of a certain size through a channel with a defined
transmission speed. Latency is an important parameter for
evaluating network performance, as it determines how
quickly data can travel from the sender to the receiver.
High latency can negatively impact the quality of service,
especially for real-time applications such as video confer-
encing or online gaming.
And the third important parameter for streaming ap-
plications is jitter. It is calculated using the following for-
mula:

3)

where J —jitter, which indicates the variation in the arrival
time between packets; N — total number of measurements
(received packets); d, — delay for each individual packet
(packet arrival delay); d — average delay for all packets.

The formula calculates the root mean square devia-
tion between the delays for each individual packet (d)
and the average delay (d ). The higher the jitter value, the
greater the variations in packet arrival times, indicating in-
stability in data transmission. This parameter is critically
important for real-time applications, as the stability and
predictability of packet delivery times are key for main-
taining high-quality performance.

Big Data Processing Applications are programs and
systems designed for collecting, storing, processing, and
analyzing large data volumes that cannot be efficiently
handled with traditional tools or databases. These applica-

tions are used to gain valuable insights from data, aiding
in informed decision-making, understanding user behav-
ior, predicting trends, and optimizing business processes.
Big data applications generate bursty traffic when data is
uploaded or processed in large volumes. They are less sen-
sitive to latency but require significant computing resourc-
es, creating high storage demands and requiring efficient
bandwidth management. Optimization is necessary for
processing this data without overwhelming the network.
Examples include real-time data analysis, machine learn-
ing, and large-scale data processing for scientific research
(e.g., Apache Hadoop, Apache Spark, Google BigQuery,
Amazon Redshift).

Thus, for processing big data, critically important
parameters include processing time and data processing
rate. Let’s consider the formulas for calculating these pa-
rameters.

For processing time, the following formula is used:

D
T, process — R fotal s 4
process
— processing time; D, —total data volume to

1
— data processing rate.

where T’

process
be processed; R«
The parameter D, indicates the total volume of data
that needs to be processed. This can refer to the volume of
data transmitted over a network, processed by a server, or
analyzed by an algorithm. The parameter R = specifies
how many units of data can be processed per unit of time
(e.g., megabytes per second). The data processing rate
depends on the processor's capacity, available resources,
and system characteristics. If you have a large data vol-
ume and a low processing rate, the processing time will
be long. Conversely, increasing the processing rate will
reduce the processing time.
To determine the data processing rate, the following
formula is used:
D
process — T > (5)

process

R
where R e — data processing rate: D — data volume to
be processed; T — time required for data processing.

process

The formula for calculating processing time and the
formula for determining the processing rate are closely re-
lated, as they are inverses of each other and describe the
interdependence between three key parameters: data vol-
ume, processing rate, and processing time. These formu-
las allow for evaluating system performance, balancing
workloads, and optimizing data processing by adjusting
one of the parameters.

Web Applications are applications that run on serv-
ers and are accessible to users via a browser without the
need for installation on a computer or mobile device. Web
applications interact with the server over the Internet,
processing user requests and responding with web pages
or interactive interfaces. They typically generate vari-
able traffic depending on the time of day and user activ-
ity. These applications require short request and response
times, with high request volumes during peak hours. Web
applications need effective management of peak loads and
rapid server response. Bandwidth should be sufficient to
handle requests from a large number of users simultane-
ously. Examples of web applications include e-commerce
sites, social media platforms, email services, and more.
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For web applications, critically important parameters
include response time and the number of simultaneous con-
nections. Let’s consider the formulas for their calculation.

Response time is calculated using the following for-
mula:

Rresponse = Tserver + Tnetwork > (6)
where T)_&me — the total response time that a user waits

when making a request to a web application; T, — the
server processing time, meaning the time required for the
server to execute the request, generate a response, and,
if necessary, perform complex computations or access a
database; T, . — the data transmission time over the net-
work, which refers to the time it takes to send a request
from the client to the server and deliver the response back
to the client.

The server processing time (7, ) includes execut-
ing business logic, database queries, running scripts, data
processing, and forming the response. High latency at the
server level can be caused by high load, inefficient code,
or complex database operations.

The network data transmission time (7, ) en-
compasses delays related to the network, such as routing
delays, jitter, bandwidth limitations, and other factors af-
fecting the speed of data transfer between the client and
server.

The total response time (7, espom) is a crucial met-
ric for measuring the performance of a web application.
Reducing server processing time and network transmis-
sion time can improve overall speed and user experience.
Optimization may include caching, reducing the volume
of transmitted data, optimizing database queries, reducing
network delays, and other methods to enhance the web ap-
plication's performance.

The next important metric for web applications is the
number of simultaneous connections, which is calculated

using the following formula:

Umax = L > (7
avg

where U — the maximum number of simultaneous con-
nections; C — the capacity or throughput of the system (for
example, the number of requests that can be processed
within a certain time); 7, — the average processing time
for a single request or connection. The formula indicates
that the smaller the average processing time for each re-
quest, the more connections the system can handle simul-
taneously. This is an important metric for evaluating the
performance of servers, networks, or other data proces-
sing systems.

Real-Time Interactive Applications are programs
that require instant interaction between the user and the
system, ensuring data transmission and processing in real
time. They are highly sensitive to delays, as data must be
transmitted in real-time. These applications demand a sta-
ble, low-latency network to support seamless user interac-
tion. Quality connectivity is essential, especially for ap-
plications with high audio or video quality requirements.
Network load may fluctuate based on the number of us-
ers. Examples include video conferencing (e.g., Zoom,
Microsoft Teams), online gaming, and chat applications.

For real-time interactive applications, latency is im-
portant, just as it is for streaming applications, as well as
the packet loss ratio.

170

The packet loss ratio defines the percentage of lost
packets, which is critical for interactivity and is calculated
using the following formula:

PLR = Niost_, 100% , (8)
N, total
where PLR — the packet loss ratio percentage; N, , — the
number of lost packets; N, — the total number of sent or
received packets.

The formula shows what portion of packets was lost
as a percentage of the total number of transmitted packets.
Packets that do not reach their destination may be lost due
to various reasons, including network congestion, trans-
mission errors, or hardware failures. This is an important
metric for measuring data transmission quality in a net-
work, where a high packet loss percentage indicates po-
tential network or communication issues.

Backup and Disaster Recovery Applications are
programs designed for creating backups of important
data and ensuring its recovery in case of loss, damage,
or disruption to main systems. These applications help
organizations and individuals protect their data from un-
expected failures, system outages, cyber-attacks, or other
risks. They perform large data transfers during backups
or recovery. Traffic may be generated periodically (e.g.,
at night or on weekends). These applications require sig-
nificant bandwidth for data transfer, which can burden
the network. Optimizing the transfer process is essential
to avoid impacting the performance of other applications.
Examples include cloud backups (e.g., Google Drive,
Dropbox, Microsoft Azure Backup).

For backup and data recovery applications, critically
important parameters include data transfer time and band-
width utilization ratio.

The formula for calculating data transfer time is:

D backup
Ttransfer = > )

B

where T, gor the data transfer time (in units such as sec-
onds, minutes, or hours) needed to transfer a certain vol-
ume of data; Dbackup — the amount of data to be transferred
(e.g., in bytes, kilobytes, megabytes, or gigabytes). This
could refer to the volume of data for backup or any other
data quantity to be transferred; B — data transfer speed
(bandwidth of the communication channel) in relevant
units (e.g., bytes/second, kilobytes/second, etc.).

The formula calculates the time required to transfer a
specific data volume by dividing the data size by the trans-
fer speed. It is widely used to estimate the time needed for
performing backups, copying files, network file transfers,
and similar tasks.

To measure the bandwidth utilization ratio, the fol-

lowing formula is used:

U = Bused 1009,
total
where U — utilization ratio, expressed as a percentage;
B, — the amount of resource or bandwidth used; B, —
the total available amount of the resource or bandwidth.
The formula is often used to measure resource uti-
lization in various systems, such as network bandwidth,
memory capacity, disk space, or other resources. It shows
the portion of the total resource volume that has already
been used.

(10)
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Internet of Things (10T) is a concept of connect-
ing physical devices to the Internet for data exchange, al-
lowing them to interact with each other and users. These
devices may include sensors, household appliances, vehi-
cles, medical devices, security systems, and other "smart"
objects that collect, transmit, and analyze information
in real-time. Through IoT, devices can operate autono-
mously, perform tasks, and provide users with informa-
tion, enhancing convenience, efficiency, and security. [oT
creates a constant low stream of data from numerous de-
vices or a large volume when an event is triggered (e.g.,
an alarm signal). They require low latency and continuous
data transmission. Network scalability is critical due to the
high number of connections, and reliable connectivity and
efficient transmission for all connected devices are neces-
sary. Examples include smart homes, monitoring systems,
and real-time sensors.

For IoT devices, critically important parameters in-
clude data transmission time from the device and average
load.

Data transmission time from the device is calculated
using the following formula:

D
I

ransmit — ,, °
B

(11)
where T, data transmission time (e.g., in seconds);
D — the volume of data to be transmitted (e.g., in bytes, ki-
lobytes, megabytes, etc.); B — the bandwidth of the trans-
mission channel or data transmission speed (e.g., bytes/
second).

The formula reflects the time needed to transmit
a specific volume of data at a given channel speed. It is
important for evaluating data transmission efficiency and
performance in networks, including IoT devices. [oT de-
vices often have limited resources, such as bandwidth,
memory, and power consumption. This formula helps to
estimate the time required for data transmission, influenc-
ing the choice of optimal solutions for energy consump-
tion and performance.

Moreover, for many IoT devices, it is crucial for data
to be transmitted quickly and efficiently, especially in re-
al-time systems (e.g., monitoring or automation systems).
This formula enables the prediction of data transmission
time and the appropriate configuration of the network.

To calculate the average load, the following formula

is used:
N
L o i W
avg — N >
where L, - the average load or resource utilization inten-
sity over a selected period of time. This can refer to, for ex-
ample, average CPU load, average network load, or average
N
energy consumption; ZL,- — is the sum of all measured
i=l
values of load or resource utilization intensity over a certain
period of time. The values L, are specific measurements of
load at different moments in time, where i ranges from 1 to
N; N — the number of measurements or observations over
the selected period of time. The more measurements are
taken, the more accurate the average value.
Thus, it is clear that this parameter is critical, as it
helps evaluate how heavily loaded an IoT device or system
is during data transmission, processing, and reception.

Calculating the average load can show how effec-
tively an IoT device operates. If the load is high for an
extended period, it may indicate an overload, which could
lead to delays in data transmission, reduced processing
speed, or even device failure.

Calculating the average load is important for a de-
vice’s energy consumption, as many loT devices operate
on limited power sources (e.g., batteries), so the aver-
age load directly affects the operating time from a power
source. The greater the load, the more energy is consumed.
Additionally, in cases where an [oT device transmits data,
the average load can affect data transmission quality and
reliability. High average network load may cause delays,
data loss, or reduced system performance.

CONCLUSION

The study of network resource requirements for dif-
ferent types of cloud applications is important due to the
rapid growth of data volumes and the widespread adoption
of cloud technologies in many areas of life. Different ap-
plications, such as streaming media, big data processing,
web applications, real-time interactive programs, backup,
and IoT, have specific network resource requirements that
impact their performance. Optimizing network infrastruc-
ture to support these applications ensures quality service
and high reliability. This promotes efficient resource us-
age, stable network performance, and improved user ex-
perience. Calculating parameters such as bandwidth, la-
tency, jitter, data processing time, and average load helps
better understand and optimize network processes. The
importance of optimization increases due to the limited
resources of loT devices, such as energy and bandwidth.
Improving data transmission and minimizing delays is
critical for real-time applications. Optimized solutions en-
able load balancing and enhance network performance.
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T'ammna TKAYYK', Hagis CTEIIEHKO?,
Terssna BOHIAPEHKO?, Pocruciaas MOIIUK*
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imeni Ilaena Tuuunu
*Kam'saneys-IloOinbcokuti HayionanbHull yHigepcumem
imeni leana Ozienxa

JOCIAKEHHS BUMOT 1O MEPEXKEBHUX
PECYPCIB JJIsA PI3HUX THIIIB XMAPHUX
ITPOTPAM

AHoTauisi. Y cTarTi JOCTiIKY€EThCSA, IK METOAH KO-
JlyBaHHS MOXYTb OIITHMi3yBaTH PO3IIOALI i BUKOPUCTaH-
HsI MEPEXKEBUX PECYPCIiB y PI3HUX XMapHUX [IPOrpamax.
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Y HbOMY OmnHcaHO HpOOIEMH, OB’ A3aHi 3 PI3HOMAHIT-
HUMH BHMOTAaMH JOMATKiB, i MPEICTaBICHO e()EKTHBHI
cTparerii KojyBaHHs JUIS KepyBaHHS IPOIYCKHOIO 3/1aT-
HICTIO, 3MEHILCHHS 3aTPUMKH Ta IMiJABUIICHHS MPOIYK-
TUBHOCTI. JloCHmi/KeHHs PO3MIsAae pi3HI TUIOM XMap-
HUX JIOJATKIB, BiJl IHTCHCHBHOI OOPOOKH JaHUX 0 TO0-
TOKOBOI IepeJiadi B peabHOMY 4aci, I BUCBITIIIOE CIIeIli-
QJIbHI METONIM KOJyBaHHS, SIKi MiAXOMATH ISl KOXKHOTO.
BrpoBamkyrouu Iii METOIH, MOCTa4yaJbHUKH XMapHUX
HOCIIYT MOXYTb JIOCSTTH OUITBII €()eKTHBHOTO YIPaBIIiH-
Hsl pecypcaMu, 10 MPU3BEIC O CKOHOMIT KOIITIB 1 miJI-
BUILICHHS sIKOCTI 00ciyroByBanHs. OKpeMy yBary mpu-
IineHo crienuikalisiM, SKi TOBUHHI BPaXOBYBaTUCS AJIs

3a0e3Me4eHHs] BUCOKOI OCTYITHOCTI, MBUAKOCTI Tepe-
Jadi JaHuX, OC3MEKH Ta ONTHMATBHOTO BUKOPHUCTAHHS
pecypciB y XMapHHX cepepoBumax. ITingkpecieHo Bax-
JMBICTh AWHAMIYHOTO YIIPABIiHHI MEPEXKEIO s 3a0e3-
MeYeHHs cTabiIbHOT POOOTH XMapHUX JOAATKIB, a TAKOXK
PO3IIISTHYTO TEPCIEKTHBU PO3BUTKY TEXHOJIOTIH Mepe-
JKEBOI B3a€MOJIIT y XMapHHUX OOUNCIICHHSIX.

Ku11040Bi cj10Ba: BUMOTH 10 MEPEXEBUX PECYPCIB,
XMapHi Mporpamu, ONTHUMi3allis MPOIYCKHOI 31aTHOC-
Ti, KEPyBaHHS 3aTPUMKOIO, eeKTHBHICTH 00poOKH na-
HUX, B3a€EMOJisS B peaJbHOMY daci, ONTHUMI3allisl MpH-
ctpoiB loT.

Ompumano: 20.09.2024
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